[nsa paboTbi ¢ 3ITUM MOAYNEM HEOBXOAMMO 3aKNHUUTL AOTOBOP Ha MHTEpHET-3kBanpuHr ¢ NMAO Kb
«YBPuP», nanee bank. 3To MoryT caenatb TONbKO opuanyeckue nuua unu UM. na saknoyveHms
[OroBopa MOXHO 00paTuTbCA B Gnvxanwmii opuc baka.

YcrtaHoBKa moayns.

1. PasapxuBupyiTe nanky B KOpeHb canta

2. 3aTem nepenguTe No agpecy kopeHb_canta/ubrir_installer/index.php;
HomkHo nosBuTbCs coobuieHne — MoToBo!
OTO 3HAYNT, YTO MOZYMb YCTAHOBIEH.

Hactpoiika mogyns.

1. B naHenu ynpasneHus caintom nepengute B pasgen «Mogynu» — «AHTepHET-Mara3nHy;
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2. Bobibepurte Bknagky «Onnata» 1 Haxumaem kHonky «[o6asutb cnocob onnatbi»;
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3. W3 pocTynHbIx cnocobos onnatbl Boibepute MnatexHolin Mogyns YEPUP

UML. Market Mpodians (admin)
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Maporb k cepTudnkaty VisasagaeTcst CaMoCTOSTENbHO MPK reHepaLyi 3aKpbITOro Kikoya (CMOTPEThb

WHCTPYKLMIO HIXeE).

OyHKUMA «[lBa NpoLiECCMHray BKMOYAETCS B CIy4ae, ecrnv NnaH1pyeTcs NpuHUMaTh K onnate kapTbl Visaun
MasterCard. [ins npuema onnatbl kaptamu MasterCardobsizatenbHo AOMKHbI ObiTb ykasaHb!:

e D nHTepHeT-MarasuHa ans MasterCard
e JlornH nnyHoro kabuHeta MasterCard

e [laponb uHTEpHeT-marasnHa gns MasterCard

e [laponb nuyHoro kabuHeta MasterCard

HaxmuTe kHonky «CoxpaHuTb» 1 nepexogute K Bbinycky Kroyen n ceptudukara.



Bbinyck kntoyen u ceptucumkara.

Heobxoanmo camocTosTeNbHO CO3a4aTh KMtouM (KMHOYEBYHO MHAOPMALIMIO) C UCNONb30BAHUEM
nporpammHoro obecneyeHns openssl co crneaylowmumMy napameTpamu:

- AnuHa Knova 2048 bit;
- SHA256;
- B kKayectBe Common Name yka3biBaeTcst MerchantlD (IDuHTepHeT-MarasuHa ans VISA);

1. CkauvsBaem 1 yCTaHaBNWBAEM C calTa nocneaHtorw sepcuto OpenSSL
(http://slproweb.com/products/Win320penSSL.html);

2. 3anyckaem cpaiin openssl.exe;

3. Bbinyckaem 3aKpbITbIA KoY
[insiaToroBBOAMMKOMaHAY: opensslgenrsa -des3 -passout pass:123456 -out user.key 2048
123456 — aT0 naponb k ceptudmkaty VISA, Bl 3agaete ero caMoCToSTENbHO.
User.key — nmsi hainna 3akpbIToro kntoya. Mms obszaTensHo OMKHO ObITb TakuMm.

B CAOpenSSL-Win32\bin\openssl.exe = | B [t S

Open38L» genrsa —desd —passout pass:123456 —out user.key 2048 _

m —

4. Tlocne Heobxoaumo cchopMmpoBaTh 3anpoc Ha cepTudmkat B popmate PKCS10
3anpoc MOXHO chopMMpOBaTh CrieaytoLLlen KoMaHLoM:
openssl req -new -key user.key -out user.csr -passin pass:123456
123456 — naponb, KOTOpbIN ObIN 3aAaH NPY CO34aHMM 3aKPBITOrO KIYa.



http://slproweb.com/products/Win32OpenSSL.html

5. B 3anpoce Ha cepTudumkaT, ykasbiBaeM Cregytolme AaHHble:
CountryName: RU

inyopenssl.exs

OpenSSL> genrza —des3
Loading ‘screen’ into

—passout pass:12345%6 —out user.key 2048
random state — done

Generating RSA private key,. 2048 bit long modulus

iz 65537 (010001 >

OpenSSLy req —new —key user.key —out uszer.cspr —passin pass:123456

Loading ‘screen’ into

random state — done

You are about to be asked to enter information that will be incorporated

into your certificate
What you are about to
There are guite a_ feuw
For some fields there
If you enter *.*,. the

Open38L> genrza —des3
Loading ‘screen’ into

request.

enter iz what iz called a Distinguizhed Mame or a DH.
fields but you can leave some blank

will be a default value.

field will be left blank.

—passout pass:123456 —out user.key 2048
random state — done

Generating RSA private key, 2048 hit long modulus

Open38L> req —new —key user.key —out user.csr —passin pass:123456

Loading ‘screen’ into

random state — done

You are about to be asked to enter information that will be incorporated

into your certificate
What you are about to
There are guite a few
For zome fields there

If you enter *.°. the

reguest.

enter iz what is called a Distinguished Hame or a DN.
fields but vou can leave szome blank

will be a default value.

field will be left bhlank.

State or Province Mame <full name?» [Some—Statel:_

LocalityName: Hanpumep EKB (cokpalLeHHoe Ha3BaHue CBOEro ropoaa)

Open38L>» genrsa —des3
Loading 'screen’ into

—passout pass:=12345%6 —out user.key 2048
random state — done

Generating RSA private kew,. 2048 hit long modulus

OpenS5L> req —new —key user.key —out user.csy —passin pass:123456

Loading 'screen’ into

random state — done

You are about to be asked to enter information that will he incorporated

into your certificate
What you are ahout to
There are guite a few
For zome fields there
If you enter *.°. the

request.

enter is what is called a Distinguished Mame or a DHN.
fields but you can leave some hlank

will be a default value.

field will be left blank.

CAUI1:=RU

State or Province Mame (full name> [Some—-Statel:
Locality Name <eg,. city> [1:




OrganizationName: yka3blBaeM COKpaLLEHHO Ha3BaHKe CBOEi OpraH13aLmuy Ha aHIACKOM.

B CAOpenSSL-Win32\bin\openssl.exe = | 5 |

mi| »

e iz 65537 (Ox10D01 >
OpenS5L» req —new —key user.key —out user.cspr —passin pass:123456
Loading ‘screen’ into random state — done

You are about to be asked to enter information that will bhe incorporated
into your certificate request.

What you are about to enter iz what iz called a Distinguished Mame or a DM.
There are guite a few fields but you can leave zome hlank

For zome fields there will he a default value.

If you enter '.’,. the field will he left blank.

Country MHame (2 letter code> [AUI1:RU

State or Province Name (full name> [Some—Statel:

Locality Mame (eg. city) [l:ekh

Organization Mame <eg, company?} [Internet Widgits Pty Ltdl:_

OrganizationalUnitName: yka3blBaeM COKpaLLeHHO Ha3BaHWe Nogpa3feneHns CBOer opraHn3auuy Ha
aHITIMNCKOM.

i C\OpenSSL-Win32\bin\openssl.exe |l=l S |-

OpenS5LY genrza —des3d —passout pass:123456 —out user.key 2048
Loading ‘=screen’ into random state — done
Generating REA private key, 2048 bit long modulus

e iz 65537 (Ox10001 >

OpenSSLy req —new —key user.key —out wuser.csr —passin pass:123456
Loading ‘screen’ into random state — done

You are about to be azked to enter information that will he incorporated
into vour certificate request.

What you are about to enter is what is called a Distinguished Wame or a DM.
There are guite a few fields but yvou can leave zome blank

For zome fields there will he a default value.

If you enter *.*, the field will he left hlank.

Country Mame <2 letter code? L[AUI:=RU

State or Province Hame (full name? [Some—Statel:

Locality Mame <eg, city)» [l:ekh

Organization Mame <eg,. company? [Internet Widgits Pty Ltdl:UBRR
Organizational Unit Mame <eg, section?> [1:




CommonName: yka3biBaem MerchantID (ID uHtepHeT-marasuta ans VISA)

B CAOpenSSL-Win32\bin\openssl.exe = | B |

OpenSSLy genrsa —des3 —passout pass:-123456 —out user.key 2048
Loading 'screen’ into random state — done
Generating RSA private key,. 2048 bit long modulus

e iz 65537 (Ox100@1 >

OpenSSL> req —new —key user.key —out user.csyr —passin pass:123456

Loading ‘screen’ into random state — done

You are about to bhe asked to enter information that will bhe incorporated
into your certificate regquest.

What you are about to enter is what iz called a Distinguished Mame or a DHN.
There are guite a few fields but you can leave some blank

For zome fields there will be a default value.

If you enter *.’', the field will he left hlank.

Country Mame €2 letter code? [AUI:zRU

State or Province Mame (full name» [Some—Statel:

Locality Mame <eg, city) [l:ekh

Organization Mame <eg. company? [Internet Widgits Pty Ltd1:UBRR
Organizational Unit Mame <eg, section?» []1:DREK UBRR

Common MHame (e.g. szerver FQDN or YOUR name> [1:_

OcTanbHble AaHHbIE MOXHO He 3arorHsATb, MPOCTO HaxuMas Enter.

6. ®ann 3anpoca user.csr HeobXxoaMMO OTMPaBMTL NO ANEKTPOHHOM NOYTE B Y0CTOBEPSIOLLMIA
LleHTp BaHka Ha anekTpoHHbIN agpec eqv@ubrr.ru. B Teme nucbMa 0b6s3aTenbHO ykasaTb
«3anpoc Ha cepTudmkaTt ans NHTepHeT-aKkapuHray;

7. Tocne nonyyeHus thanna user.csr baHk BeinyckaeT cepTudumkaT B popmate X.509 cpokom
OENCTBUS OOMH rof C UMEeHeM USer.pem 1 HanpaenseT ero BMeCTe C CEPTUUKATOM OTKPLITOrO
KITto4a, Ha AMEKTPOHHYIO NOYTY, C KOTOPO NpULLEN 3anpoc;

B TeyeHme 2-x Hegenb nocne nonyyeHns ceptudukata Heobxoaumo npeaocTaBnTb B baHk
3aBEPEHHYI0 CO CBOEN CTOPOHbI pacneyaTky cepTudmkaTa OTKpbITOro Krova.

Mocne nonyyeHus ceptudmkata He0HX0aNMO CKOMMPOBATL CreHepPUPOBaHHbIe (halisibl IMYHOIO
cepTudmKaTa u NPUBaTHOrO KIKoya B Narky:
kopeHb_caiTa/classes/modules/emarket/classes/payment/systems/ubrir_files/certsc umenamu
user.pem u user.key COOTBETCTBEHHO.




